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[bookmark: _Hlk136496733]4. 4. Supporting children and families
· Support for children should be based on their own individual situation and needs, regardless of the technology used to harm them. Provide reassurance and be solution focused. 
· Children can access emotional support in-house, use a Childline counsellor online or GP for support. 
· If a child is suicidal ensure they are left with a safe adult and contact the DSL immediately. 
· Early identifying and support for CSA can help reduce the long-term impacts. 
· Support where a parent/carer is under police investigation for accessing CSA images.
· See also: Shore Stop it now   NSPCC   KCSiE 4 C’s para 135 Digital & family safety plan.

5.Quick response checklist
· Do not view images, DSL should be informed and policies/procedures followed. 
· Listen & be clear around confidentiality.
· Do not ask leading questions.
· Record what you know, who, what, when, where & if shared. 
· Refer to SFIFD /police if required – see guidance. 
· Share with parents unless it increases risk. 
· Report the image: CEOP - report online sexual abuse or concerns about the way someone has communicated. 
· Childline report remove tool NCMEC Take it down tool to help remove or limit the spread – see guidance.  
2. AI child sexual abuse (CSA) material

Synthetic sexual content refers to sexual or nude media created using AI. Examples of synthetic sexual imagery include images created by swapping someone’s face onto another person’s body, and ‘nudification’ apps, which can alter a clothed image to make it appear nude. In this context, a person’s image can be edited or altered to become an intimate image, or an intimate image can be manufactured to resemble someone else. This content can then be shared, or in some cases sold by the perpetrator to cause harm and financial gain. Concerningly, this can allow someone to create sexual abuse images and videos with children and young people as the subjects, without being present, or having their knowledge or consent.

The Internet Watch Foundation identified nearly three thousand such images on just one website in the space of a month, and the National Crime Agency (NCA) has also identified the use of artificial intelligence tools in producing child sexual abuse material as a growing issue.








[bookmark: _Hlk139883992]3. Responding to incidents 

It is illegal to create, view and share all sexual images of children under the age of 18 produced using AI. Please follow your settings policies and procedures and view sharing nudes and semi nudes DfE guidance.
[bookmark: _Hlk173841330]
Although you may not be certain about how the images have been created, this shouldn’t change the overall protection and support response that should be followed for any concern about CSA. Identifying children depicted in images of child sexual abuse is a job for specialist policing teams. In cases where the images are partially or entirely artificially generated, it is important for professionals to be there to listen to children, ask them what happened, believe them and tell them how you can help. View communicating with children. Identify without viewing, what the image contains, if anyone else is involved and if it has been shared. Parents/carers should be informed at an early stage, unless this puts the child at further risk. Settings should refer concerns to SFIFD / police if the child has been, or is at risk of harm, or if there are any aggravated factors. View the SSCP threshold document and sharing nudes and semi-nudes guidance to help decision making. Also consider providing safety planning and risk assessments. All images of child sexual abuse, artificially generated or not, should also be reported to the Internet Watch Foundation. Settings can also contact Professionals Online Safety Helpline for advice. 


1.What is AI and synthetic media?
Synthetic media, often referred to as ‘deepfake’, is becoming more prevalent. As synthetic media becomes harder to detect with the rise of artificial intelligence it can be hard to work out what is real and what is not. The technology uses existing real content, and anyone can easily access available software and apps. It can be used maliciously and create images or videos that can make individuals appear to say and/or do things they did not. 

Synthetic media can also have lots of benefits however, unfortunately, AI tools are being used for harmful and illegal purposes (synthetic Harmful Content), including the creation of sexual imagery of children. Examples of this include the use of ‘deepfake’ tools, which can edit a child into existing explicit or abusive material, or apps which digitally remove the clothes of subjects in photographs. It can be used to deceive, misinform, harm or exploit individuals or groups i.e. endorsing fraudulent schemes, damaging their reputation and potentially leading others to fall victim to the scam. These tools are widely available and require little specialist knowledge or technical skill to use. 




6.Further information and training:  SWGfL Harmful sexual behaviour support service * link to online safety & sharing nudes and semi-nudes 7 minute briefings. SWGfL Synthetic media (Deepfakes)   CSA Centre’s AI generated child sexual abuse images: Understanding & responding to concerns.                    CSA Centre’s CSA response pathway                       ESAS 01785 895836 / esas@staffordshire.gov.uk     SFIFD 0300 111 8007                                    August 2025

             ESAS 7 Minute Briefing- AI child sexual abuse material & synthetic media
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